
Appendix 6 
Summary of Internal Audit Coverage for 2013/14 

The following table sets out the proposed coverage of each audit identified in the Annual Audit Plan for 2013/14.   The more detailed scoping 
of reviews will be determined at the planning stage for each audit, with terms of reference being confirmed in audit briefs, drawn up in 
consultation with client officers.    
 

Title Description 

Systems Audits 

Work to support the Annual 
Governance Statement 2013/14 

This audit is used to assist the Head of Internal Audit to produce the Annual Report and Opinion for 2013/14.   
Essentially, testing will be performed on the Council’s key controls (that have not otherwise been tested as 
part of the Annual Audit Plan) to highlight any significant control weaknesses.   In addition, where 
appropriate, there will be top up testing in relation to core financial systems reviewed in detail earlier in the 
year, to ensure that audit samples cover a full year of transactions. 
 
We will work closely with the new External Auditors, Ernst and Young to ensure that our sample testing is 
sufficient for their purposes, and hence they are able to place maximum reliance on our work. 
 

Accountancy Services, 
including; control accounts, 
banking, bank reconciliations, 
asset register,  budgetary 
control, insurances and treasury 
management 
 

An audit of Accountancy Services was last undertaken in 2011/12, received a good assurance level and 
resulted in the raising of 2 low priority recommendations, calling for the strengthening of Integra Access 
rights and the development of Procedural Guidance for the Insurance function. 
 
The audit essentially plays a key role in assessing that the Council’s finances are being appropriately 
managed.  Given that fundamental financial systems are being scrutinised, the outcomes of our review work 
will also be shared with External Audit, who will be looking to place maximum reliance on our testing and 
findings. 
 
Key areas of focus will be: 

• Control accounts – the majority of control accounts are evaluated during individual systems reviews; 
this audit reviews any additional control accounts, including the suspense accounts 

• Banking and Bank Reconciliation procedures, including banking contracts and processes 

• Asset Register Management, including reconciliation to property service records 

• Budgetary Control, and preparation of the annual budget 

• General Ledger maintenance and journal entry controls. 
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Sundry Debtors In September 2011, we were able to provide an adequate audit opinion to the internal control system 
exercised over Sundry Debtors    Our review resulted in 2 audit recommendations, with medium and low 
priority ratings.   They were raised to secure enhancements to case history notes for debtors and monitoring 
legal debt recovery action.  
    
In the course of this audit, we will examine: 

o Policies and procedures 
o The raising of Sundry debtors, refunds and transfers 
o The processing of suspense items 
o Processing and recovery of outstanding debts 
o Writing off outstanding debts. 

 
This is again a core financial system, and we will be liaising with External Audit regarding work done and 
findings made, adopting their sampling requirements so that they can rely on our work. 
 

Receipt, handling and banking of 
remittances 

The last detailed systems review carried out in this area was in 2011/12.    At that time, we found some 
weaknesses in the internal control environment as a limited audit opinion was given on conclusion of our 
work and 1 high priority and 2 low priority recommendations were raised.    Last year, the Council then 
moved from AIM v4 to v7.5 software, resulting in the CR2000 application being superseded and thus 
removed as its functionality was incorporated into the updated AIM application.  The new application was 
evaluated by Internal Audit in 2012/13, and received an adequate assurance. 
 
This particular audit will examine operational arrangements to ensure that receipt of payments (made by a 
range of methods including direct debits, BACS, CHAPS,  postal/ telephone/ website payments) are made in 
a secure manner, and are promptly and accurately recorded on the cash receipting system.   In  order to 
confirm the probity of arrangements, we will analyse: 

o Policies and procedures 
o Physical security surrounding the making of payments 
o Receipting of monies 
o Positing of income 
o Reconciling income. 

This fundamental financial system review will again inform the work of the Council’s External Auditors. 
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Anglia Revenues and Benefits 
Partnership – Housing and 
Council Tax Benefit 
 
 

This audit is performed annually and since 2012/13 has been undertaken on behalf of the Council by the 
internal auditors at St. Edmundsbury BC, who are the designated auditors for the Anglia Revenues and 
Benefits Partnership.    At the time of preparing this documentation, we were awaiting the outcomes of the 
12/13 audit but prior to this, for four successive years, adequate audit opinions had been produced on 
completion of requisite review work.    
 
Housing and Council Tax Benefit is another key financial system for the Council and as a consequence, the 
findings of our review work will be made available to the Council’s External Auditors, who will in turn use this 
information to assist them in their assessment of the balances included in the Council’s accounts, and help 
inform their review of the Housing and Council Tax Benefit Subsidy Claim Form.     
 
To date, our audit work has provided blanket coverage of the key controls operating across the entire remit 
of Housing and Council Tax Benefits, including coverage of receipt and processing of claims, payment of 
benefit, discretionary and backdated payments, debt recovery and write off, appeals and benefits fraud. 
However, there have been revisions to this approach in 2012/13, and it is envisaged that an additional 
exercise will be carried out in 2013/14 to further refine key control testing requirements.   In the event of 
amending the audit focus going forward, we will ensure that External Audit are accepting of changes 
proposed in relation to our coverage, so that they remain able to utilise the outcomes of our work 
 
In terms of additional contextual background to the audit – it is noted that housing benefit caps are being 
introduced from April 2013 and our review work will be cognisant of this fact. 
  

Anglia Revenues and Benefits 
Partnership – Council Tax and 
National Non Domestic Rates 
 
 

In previous years, a combined audit has been undertaken; examining both Council Tax and National Non 
Domestic Rates and this has been performed on a 2-yearly cycle.   However, in 2012/13, the Internal 
Auditors based at St. Edmundsbury Council have embarked on an annual cycle of review on behalf of 
Breckland’s Head of Internal Audit and the Council’s Assistant Director – Finance. 
 
The key controls governing Council Tax and NNDR operations are: 

• The establishment of the Council Tax base for the year; 

• The annual billing process for Council Tax and NNDR; 

• The calculation of discounts, exemptions and reliefs for Council Tax and NNDR; 

• The maintenance of chargeable properties in line with information held by the Valuation Office;  
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• The recording of Council Tax and NNDR receipts and refunds, including review of suspense account; 
and, 

• The maintenance of the Council Tax and NNDR system, including access, segregation of duties, and 
reconciliation to other key financial systems. 

 
Audit work will be targeted at providing independent assurance in relation to these relevant overarching 
controls. 
 
When conducting audit work in this area in 2013/14, attention will additionally be given to the Council’s new 
provisions for the localisation of Council Tax Benefits, its impact on administrative arrangements, meeting its 
costs and its impact on Council Tax collection rates. 
 
We also appreciate that, from April 2013, a Business Rates or NNDR retention scheme is being introduced, 
which is aimed at providing a direct link between local economic growth and local authority expenditure, and 
will thus ensure that this too is investigated, via an assessment as to how the scheme is being implemented 
by the Council. 
 
It is to be noted that Breckland’s Head of Internal Audit will have input to the audit briefs for 
Revenues and Benefits related work, as well as reviewing the audit reports generated on completion 
of the work, and reserves the right to request additional input, if she considers internal audit work 
performed requires expansion, i.e. further auditing testing is essential before she is able to place 
reliance on this outsourced work. 

Performance Management The authority has recently moved from the TEN system to Performance Plus, so that it has the same 
Performance Management system as South Holland DC.  
 
We have reviewed Performance Management arrangements previously but predominantly from the data 
collection/quality viewpoint, together with the monitoring of Performance Indicators.   This review is intended 
to deviate from our former approach and instead analyse the Council’s overarching Performance 
Management Framework, reviewing whether there is clear demonstrable linkage between the Performance 
Management Framework and the delivery of the Council’s Corporate Plan.   We will evaluate performance 
target setting and the subsequent monitoring of progress achieved, check for robust data collection 
arrangements and the accountability of nominated responsible officers, as well as focusing on the quality of 
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the quarterly performance reports now being generated, which detail the ongoing status of Performance 
Indicators and projects supported by the authority.     

 

Elections and Electoral 
Registration 

We last conducted an audit in this area in 2009/10, at which time we gave an adequate assurance to 
Elections administration and postal voting provisions.   This audit is now timely to examine how 
arrangements are being managed with the aid of newly purchased electoral software.    Our coverage will 
encompass: 

o Electoral Register completeness and accuracy; 
o Register security; 
o Canvasser payment authorisation, coding and recording; and, 
o Register Sales Income. 

 
It should also be appreciated that the above work will be undertaken against a backdrop of the service area 
preparing for Individual Electoral Registration (IER), which paves the way for a fundamental change to the 
way we register to vote.   Basically, at present, one person in every household is responsible for registering 
everyone else who lives at that address, whereas the Government is proposing that, from summer 2014, 
each person will be required to register to vote individually, rather than by household.    The key principles 
that should underpin the effective introduction of IER are: 

o The system should ensure that anyone is eligible to take part in elections in Great Britain from 
registering to vote. 

o The system should ensure that anyone who is not eligible to vote is not included in an Electoral 
Register. 

o These changes to the system should be easily explained to, and understood by electors. 
o The system should ensure that all personal data is properly managed and protected. 
o The system should be capable of being implemented efficiently and without a detrimental impact on 

the existing duties and responsibilities of Electoral Registration Officers. 
 
We will be checking to see how the Council is performing against the above criteria, and If the job budget 
allows, will also inspect aspects of Elections administration. 
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Marketing and Communications We last reviewed Marketing and Communications provisions in 2010/11 and were able to award an 

adequate/positive audit opinion. 
 
We now recommend revisiting media relations and internal communications, encompassing elements from 
the angle of Policy and Protocols, publications, consultation, public involvement/engagement generally, and 
management of stakeholder enquiries. 
 
Social media is also becoming a growing issue for organisations and we would aim to give some broad 
independent assurance here as well.   We would assess whether the Council is capitalising on the many 
benefits of social media to achieve its strategic objectives, whilst also confirming that adequate measures 
have been put in place to protect the authority from inherent risks associated with social media use – from 
privacy issues to hacking threats and potential reputational damage.   We note that management are fully 
aware of the risks associated here, having highlighted them in the Operational Risk Register. 
 

Tourism and Economic 
Development 

Economic Development was subject to a detailed systems audit review in 2009/10 and upon finalisation of 
our work, we were able to give adequate assurance on the way in which the Rural Enterprise Valley 2 
Programme (REV 2), Breckland Enterprise Learning Account (BELA) and Breckland Recovery Toolkit (BRT) 
were operating.   Since then, we have also undertaken some scrutiny of the REV Active project in terms of 
interim reviews of grant claim expenditure, whilst noting the Audit Committee has been regularly provided 
with progress updates on the REV Programme’s general delivery.   However, it is now timely to perform 
some high level coverage of the internal control environment applying to the REV Active project in its 
entirety. 
 
The Section 151 Officer supports this review proposal and we will explore more fully with management at the 
detailed audit scoping meeting where audit resources would be most beneficial. 
 
It is also noted that Cabinet received a report in November 2012 on the Economic Development Service – 
New Way of Working.   We will also look to this report prior to commencing work in this service area. 
 

Development control includes 
contract monitoring, business 

The contract for Development and Planning services has been outsourced to Capital Symonds since 2009.    
When we reviewed service arrangements in both 2010/11 and 2011/12, each time we gave a limited audit 
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planning, payments / income, 
planning applications, planning 
enforcement, s106 agreements, 
Community Infrastructure Levy, 
Land Charges and Building 
Control 
 

opinion.   Latterly, we noted control weaknesses in the areas of contract monitoring and Land Charges, 
which accounted for 6 of the 8 medium priority recommendations raised on conclusion of our work.   We now 
understand that the Local Land Charges Register has been computerised. 
 
Our audit will thus re-examine contract monitoring and Land Charges, whilst also scrutinising such aspects 
as planning applications, planning enforcement, building control, income processing, section 106 
agreements and new this year – the Community Infrastructure Levy – a new levy that local authorities can 
choose to charge on new developments in their area, with the money generated in consequence being used 
to support further development by funding infrastructure that the Council, local community and 
neighbourhoods want.  

Homelessness, housing 
strategy, private sector housing 
and choice based lettings 

We completed our previous review of Homelessness and other Housing related services in 2010/11.   The 
audit carries a high risk rating as far as our annual audit needs assessment is concerned and as a 
consequence, is earmarked for 2-yearly scrutiny.   To date, we have been able to give adequate assurances 
in this high profile, public facing area.  
 
The audit was originally scheduled for delivery in 2012/13 but was later deferred at the request of 
management because of wide ranging changes being introduced which affected the Housing Service as a 
whole, and needed to be fully rolled out and embedded, before an informative audit could be carried out.   In 
May 2012, Cabinet considered the Homelessness Strategic Delivery Plan and Breckland’s Tenancy 
Strategy, and in July 2012, a report was then submitted on a proposed restructure of the Housing Service. 
The staff restructuring has since gone ahead, in tandem with changes introduced to the way customers’ 
enquiries are handled to improve customer experience and facilitate more direct contact with people with 
housing needs.   There is also currently a review of working practices and techniques in relation to 
homelessness prevention.   We have additionally been informed that following changes to the Council’s 
social housing allocations policy, as a result of the Localism Act, subsequent significant changes to the 
Choice Based Lettings system are  imminent.   Clearly, we will be responsive to these new provisions when 
seeking to re-examine operational arrangements in 2013/14 focusing on: 

• Development of the housing strategy; 

• Homelessness prevention measures; 

• Homelessness placement controls; 

• Utilisation of John Room House/Hostels/HMO/Temporary accommodation; and, 

• Arrangements applied to the on-going delivery of the choice based lettings requirements. 
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New Homes Bonus / Affordable 
Housing Initiatives / Home 
Options 

The last occasion when Affordable Housing was audited was during 2009/10 and culminated in an adequate 
audit opinion being provided.   Since that time, new initiatives have been introduced by Central Government 
and it is our intention to use this audit to look at the various schemes and how they are being administered 
by the Council, in terms of the robustness of the systems of internal control exercised over them. 
 

Anglia Revenues and Benefits 
Partnership – Governance 
Arrangements 

This is an annual audit; with 2012/13 review work currently in progress and being carried out by Breckland 
Council’s own auditors rather than those of St. Edmundsbury BC.   This has proved necessary as 
Breckland’s Head of Internal Audit is required to sign off the Small Bodies Annual Return on behalf of the 
Anglia Revenues and Benefits Partnership. 
 
This audit provides assurances to Breckland Council in respect of the operating arrangements of ARP, 
including recharges between ARP and ARP Trading Ltd, and moreover, the outcomes of the work will also 
be shared with External Audit. 

Computer Audits 
 

Firewalls The primary objective of a firewall is to control the incoming and outgoing network traffic by analysing the 
data packets and determining whether it should be allowed through or not, based on a predetermined rule 
set.  The audit will review the Council’s firewalls in the following areas of management responsibilities: 

• Topology and resilience; 

• Firewall configuration settings; 

• Change controls; and 

• Security validation tests. 

 

Telecoms/VOIP Telecommunications is one the means by which the Council communicates internally and with its customers.  
Voice over IP (VOIP) is a technology that helps provide efficiencies by using the data network to provide 
voice communications.  The audit will therefore examine how the telecoms/VOIP network is managed and 
administered to maintain voice communications whilst protecting the Council from excessive costs or abuse 
of the facility. 
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Business Continuity The audit will assess the Council’s Business Continuity arrangements. Business Continuity is the foundation, 
which will help the Council continue operations in the event of a disaster or significant incident affecting 
Council staff, premises or systems.  Business Continuity concentrates on the user end of the recovery 
process and is also a key requirement of the 2004 Civil Contingencies Act.  In previous years this audit has 
been undertaken in conjunction with Disaster Recovery, however, as Business Continuity is not an IT 
responsibility (but should inform the Disaster Recovery requirements) they are now undertaken as separate 
audits so responsibility is no longer distorted between the two. 

 

Disaster Recovery, Back Up and 
Data Centre 

The audit will look at how the Council manages its Data Centre, Data Backup processes and relevant 
Disaster Recovery processes.  In previous years, this audit has been undertaken in conjunction with 
Business Continuity, however, as Business Continuity is not an IT responsibility where Disaster Recovery is 
(although feeding from the Business Continuity requirements), they are now treated as separate audits so 
responsibility is no longer distorted between the two. 

 

 


